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110

user < user name =

TCP

Telnet
mailServer,

POP3

POP3

RFC 1939

POP3
authorization

POP3

POP3

110

- ERR

POP3

81

RFC 1939

TCP

pass < password > O

list ““tr
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list retr. de-
le qult, RFC 1939 quit POP3
1 2
Bob
PC PC
Bob 3 Bob
PC
Bob
POP3 POP3
POP3 POP3
POP3
2. IMAP
POP3 Bob ,
Bob ;
POP3
POP3
RFC 3501
IMAP POP3 — IMAP POP3
POP3
1MAP
INBOX
IMAP
IMAP
POP3 IMAP
IMAP
IMAP
MIME
3. Web
Web 20 o0

Hotmail Web ,
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Web
HTTP Bob ,
Bob
HTTP POP3 IMAP Alice
Alice HTTP
SMTP Alice
SMTP0

DNS

IRS
“ 132-67-98750
178-87-1146\
hostname | www. facebook, com www. google, com gaia. ¢s. umass. edu
cis. poly, edu
WWW. eurecom. fr
Bk >
1P
|IP address
4 1P
IP 4 121.7.106. 83 1P
0—-255 IP
2.4.1 DNS
1P
IP
1P
Domain Name System, DNS DNS DNS DNS

server
DNS BIND Berkeley Internet Name Domalin BIND 2012
UNIX DNS UDP 53
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DNS -
HTTP FTP SMTP DNS
DNS DNS Web
DNS
DNS
1P 1.2 ,
‘ " DNS ,
DNS HTTP SMTP FTP,
P HTTP
URL www. someschool. edu/index. html
HTTP Web www. someschool. edu,
www. someschool. edu IP
1 DNS
2 URL www.someschool.edu,
DNS
3 DNS DNS
4 DNS 1P
5 DNS 1P 1P 80
HTTP TCP
DNS
1P
" DNS DNS DNS
IP DNS
- host aliasing O
relay 1. west-coast, enterprise, com enter-
prise. com  www. enterprise. com0 - ,relay 1. west- coasL enterprise, com
canonical hosthame O
DNS
IP
- malil server* aliasing <
Bob Bob bob@ ya-
hoo.com , ya
hoo. com relay 1. west- coast hotmail. com

DNS,

1P MX
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Web enterprise. como
- load distribution 0 DNS
cnhn. com
Web
IP
IP
DNS Web
Akamali DNS Dilley 2002
2. 6.3

DNS RFC 1034 RFC 1035

RFC Albitz

Mockapetris 2005

Albitz 1993

Mockapetris 1998

2.4.2 DNS
DNS
Web
1P DNS
UNIX
DNS DNS
UDP 53
DNS DNS
DNS
DNS DNS
DNS DNS
DNS
- a single point of failure O DNS
- traffic volume DNS

HTTP

RFC

85

Web

1P

DNS
DNS

HTTP

DNS

Web

DNS

Mockapetris 1998
DNS

gethostbyname
DNS

DNS

DNS

DNS
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- (distant centralized database) O DNS
1] 17 DNS
(maintenance) DNS
I
DNS DNS
DNS
1.
DNS DNS
DNS ,
DNS 3 DNS DNS
(Top Level Domain, TLD) DNS DNS
2-17 3 DNS
DNS www. amazon, com IP
com TLD IP
TLD amazon, com P
amazon, com WWW. amazon, com
IP DNS
DNS
DNS
comDNS orgDNS edu DNS
facebook.com amazonxom --pms.-or? - nyu.edu umass.edu
DNS DNS DNS DNS DNS
2-17 DNS
= DNS 400 13
F)
Root Servers 2016 TLD 1P
- (DNS) ( com org net edu gov)
( uk fr ca jp), TLD ( ) Verisign
Global Registry Services com TLD Educause edu
TLD TLD Osterwell
2012 Verisign TLD list
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2016] o TLD DNS IP
- DNS Web
DNS
IP DNS DNS
DNS
DNS
DNS
TLD DNS DNS 2 17
DNS DNS local DNS server
DNS DNS
ISP 1SP ISP DNS
ISP ISP 1P
DNS IP DHCP, 4
Windows UNIX DNS 1P
DNS “ "’ DNS
ISP DNS
ISP DNS
DNS DNS 3
=
DNS -
dns[.)r|1\lysu edu THD DS
cse. nyu. edu gala. ¢S. umass. edu
1P NYU o
cse. nyu. edu DNS Ci
dns. nyu. edu, gala. ¢s. umass. edu
DNS dns. umass. eduoO 2 18
cse. nyu. edu DNS
DNS dns. nyu. edu DNS
gaia. cs. umass. eduo DNS cse nyu.edu
DNS DNS
edu DNS 2 18 DNS
edu TLD IP
DNS TLD TLD
umass. edu DNS 1P DNS
dns. umass. eduo DNS dns: umass. edu
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, dns. umass. edu gaia. cs. umass. edu IP
8 DNS 4 4
DNS
TLD DNS
TLD
DNS DNS
DNS dns. umass. eduoO
DNS DNS
DNS dns: umass. edu
CS. umass. edu dns. nyu. edu dns. cs. umass. edu IP
CS. umass. edu DNS dns. nyu. edu
DNS DNS
10 DNS
2 18 (recursive query)
cse. nyu. edu dns. nyu. edu

dns. nyu. edu
dns. nyu. eduo

2 19 DNS
2 18
DNS
2. DNS
caching) O
DNS
DNS
IP
DNS
DNS
DNS
DNS DNS

1P

3
DNS
DNS
DNS (DNS
DNS
DNS
DNS
(
)
2 18
dns. nyu. edu
/1P

DNS
DNS
dns Inyu-edu
cse.nyu.edu
2 19 DNS

1P
DNS

DNS

(iterative query)

TLD DNS

I
|®

DNS
dns.umass.edu

gaia CcsS umasseedu

1P
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DNS ( )
apricot, nyu. edu dns. nyu. edu cnn.com IP
Kiwl. nyu. edu dns. nyu. edu
DNS cnn.com IP
DNS DNS TLD IP
DNS DNS DNS
2. 4.3 DNS
DNS DNS (Resource Record,
RR), RR IP DNS
DNS
Albitzl993 DNS RFC RFC 1034 RFC 1035
A

(Name, Valuer Type# TTL) r

TTL
TTL Name Value Type
- Type = A, Name Value 1P
A 1P (Tayl.
bar. foo. com, 145. 37.93. 126, A) A
- Type = NS, Name ( foo.com), Value
IP DNS " DNS
(fgcom, cins.foo.com, NS) NS

- Type CNAME | Value 9 Name

(foo.com, relayl.

bar. foo. com, CNAME) CNAME
- Type = M2X, Value Name
(foo.com, mail. bar. fo<). com, MX) M X M X
M X
( Web )
DNS M X
DNS CNAME
DNS DNS DNS
A ( DNS DNS
A )
NS
A NS Value DNS 1P
edu TLD gala. cs. umass. edu DNS
cS. umass. edu (umass. edu, dns. umass. edu, NS)
edu TLD A , (dns. umass. edu, 128. 119.40. Il A),
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dns. umass. edu 1P
1. DNS
DNS DNS
2 20 DNS
RR -12
RR RR
- RR
220 DNS
- 12 16
1
: / ” O 1 O DNS
DNS 1 1] 17
DNS DNS
1 14 77 DNS
1 b 77
q q
A MX
DNS
Type A NS CNAME MX Value
TTL RR,
1= Web
- M X
A IP
DNS DNS
nslookup nslookup program Windows UNIX
nslookup Windows
“nslookup?? nslookup nslookup DNS
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TLD DNS DNS nslookup
nslookup ,
nslookup Web
"nslookup™ DNS Wireshark
DNSO
2. DNS
DNS
Network Utopia
networkutopia. como registrar ,
DNS
1999 Nework Solution,
com. net org
Internet Corporation for Assigned Names and Numbers, ICANN
http: www. Intemic. net
networkutopia, com
DNS IP 1P dnsl. networkutopia, com
dns2. networkutopia, com  212. 212. 212. 1 212. 212. 212. 20 DNS
NS A TLD com
networkutopia, com
DNS
(networkutopiaecorn, dnsl.networkutopiascom, NS)
(dnsl networkutopia.com. 212.212.212.1r A)
Web www. networkutopia, com A
mail, networkutopia, com MX DNS
DNS
DNS UPDATE DNS
RFC 2136 RFC 3007 DNS
Web
DNS
DNS Alice www. networkutopia, com Web
DNS
TLD com TLD com DNS
DNS TLD NS A
TLD com TLD com
Alice DNS DNS
212. 212. 212. 1 DNS , www. networkutopia, com
A Web IP 212.212.71.4, DNS
Alice Alice 212. 212. 71. 4
TCP HTTP
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DNS
DNS Web
DNS
DNS
DNS DDoS
1.6 DNS
DNS DNS DDoS
2002 10 24 13 DNS
ICMP ping 5.6 ICMP
ICMP 1P
DNS
ICMP ping
DNS P
DNS
DNS DDo0S .com
DNS DNS DNS
DNS
DNS
DNS DNS
wWeb Web
Skoudis 2006
DNS
DNS !
2.5 P2P
Web DNS -
2.1.1 P2P

P2P
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Linux
MP3 MPEG —
P2P
2016 P2P BitTorrento Bram Cohen
BitTorrent BitTorrent
HTTP Web
P2P BitTorrent ,
1. P2P
- P2P P2P
2 21
, d "
- N
distribution time N
— P2P
Akella 2003
2 21
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NF/ % + +...+
P2P
fFE F

- N
N F
NF/Zuso0
41 O
— F/d™n0
M max
2 1 N,
N
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P2P
P2P
F/uéq -
|:
+ 4.
— N F
Q0p max
8
2-2 P2P

Kumar 2006

+~ Z udJ

min

NF/%

Kumar 2006

"dmin

(2-1)

F/d

2-2
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P2pP

2. BitTorrent
BitToiTent

2 23

IP
TCP

"V 2 23
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Aliceo Alice

50

2 2
2-2
(2-3)
— P2P
2 22 F/u 1 10u, dmin™
3.5
2 22 ,
P2P ,
1
N
2-22 P2P -
P2P [Chao 2011 ] © BitTorrent
torrent
chu 256KBO
BitTorrent BitTorrent
tracker
Alice
50 50
Alice TCP ‘
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Alice TCP

2-23 BitTorrent

Alice TCP
Alice Alice
TCP
Alice
Alice
Alice
rarest Erst
BitTorrent
Alice Alice
A
10 g BitTorrent
unchoked 30
Bob Alice Bob
Bob 4 Bob Alice
Bob Alice Bob Alice 4

30 Alice



97

5 1} 1 4 1]
" Alice BitTorrent ,
[Cohen 2003]
: " tit for tat [ Cohen 2003 ] o
[ Liogkas 2006; Locher 2006 Piatek 2007 | O ,
BitTorrent * ”
BitTorrent
BitTorrent
[ Sarouiu 2002 ]
P2P DHT
P2P
DHT BitTorrent Video
Note DHT
2.6
ISP Netflix YouTube
2015 ISP 37% 16% [Sandvine 2015] O
O :
2. 6.1
YouTube
Netflix YouTube
24 30
100kbps, 3Mbps,
4K 10Mbps
2Mbps 67 1GB

3 300kbps 1Mbps 3Mbps
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3Mbps 3G 300kbps
2.6.2 HITP DASH
HTTP HTTP
URL TCP URL
HTTP GET
HTTP
HTTP ( YouTube
)
HTTP HTTP (Dynamic Adaptive

Streaming over HTTP, DASH) o DASH

HTTP GET
— [ Akhshabi 2011 1] °
DASH
3G ( )
DASH
DASH HTTP
URL HTTP (manifest file) , URL
HTTP GET
URL
DASH
2. 6.3

YouTube
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ISP, ISP

ISP

Content Distribution Network, CDN o CDN

Web
CDN
CDN CDN private CDN
CDN YouTube CDN CDN  third- party
CDN , Akamal, Limelight Level-3
CDNO CDN | Leighton 2009 Nygren 2010] o
Gmail YouTube
CDN
CDN
e 14 ! 8 q 2 [Google
Locations 2016], 10
Gmail
- IXP 50 100-500
[Adhikari 201 la] O YouTube [ Adhikari
2011a]
- “ enter-deep M ISP
TCP
3. 7 [Chen 2011], Web
ISP
YouTube
Web

1SP,
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CDN
1700
CDN
1SP
CDN
CDN
1. CDN
CDN
Vixi1e2009
CDN
URL, URL
iV

netcinema. com/6Y7B23 V0

2 24

1
Web

2

http //video, netcinema. com/6Y 7B23V

Hua 2008
Akamal ISP
ISP 1.3 Akamal
Limelight CDN
10 1SP
CDN 1XP 1.3
CDN
2.2.5
CDN CDN
URL CDN
CDN
CDN
DNS
DNS
DNS www.NetCinema.com
NetCinema,
KingCDN
NetCinema Web NetCinemanz
DNS
““vide0”
http: video. _
KingCDN
KingCDN
NetCinema 2 24 DNS CDN
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video, netcinema. com DNS

3) DNS (LDNS) DNS NetCinema
DNS video, netcinema. com ““video™
DNS KingCDN, NetCinema DNS 1P
LDNS KingCDN al 105. kingcdn. com
4) DNS KingCDN DNS LDNS
al 105. kingcdn. com  DNS KingCDN DNS LDNS
KingCDN IP KingCDN DNS
CDN i
5) LDNS CDN IP
6) KingCDN IP IP
TCP HTTP GET DASH,
URL URL
>
CDN (cluster selection strategy) ,
CDN DNS
CDN LDNS IP 1P CDN
IP CDN —

(geographically closest)
( Quova [Quova 2016] Max- Mind [ MaxMind 2016]),
LDNS 1P LDNS DNS ,
CDN LDNS : '
[ Agarwal 2009]

: DNS
LDNS [Shaikh 2001 Mao 2002] , LDNS
CDN
(real-time measurement) < CDN
LDNS ( ping DNS )
LDNS
2. 6.4 Netflix YouTube

Netflix YouTube ! "

1. Netflix
Netflix 2015 37% ISP
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TV
Netflix Web
- Netflix
Netflix
- CDN
CDN
Netflix 2007
CDN, Netflix IXP
50 IXP
2016] O ISP
Netflix ISP
Netflix

[Snadvine 2015] O Netflix
CDN
2 25 Web
DASH HTTP
2 25 Netflix
3 CDN
Netflix CDN, CDN
Netflix Akamail Web
ISP Netflix
Netflix I XP [ Netflix Open Connect
Netflix [Netflix Open Connect 2016],
Netflix
|IOGbps 100TB
- IXP Netflix
DASH I XP
2.2.5 IXP ISP CDN

CDN
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Netflix You
Tube ( [Netflix Video 1] [Netflix Video 21]) Netflix CDN
Netflix
Netflix
Web
Netflix CDN
1SP, ISP  Netflix CDN
I XP
Netflix CDN 1P
URL CDN
DASH 2.6.2 HTTP GET
Netflix 4
Adhikari2012
Netflix CDN
Netflix CDN, Web Netflix
CDN Netflix 2.6.3 DNS
CDN Netflix
CDN Netflix CDN
2. 2.5
2. YouTube
YouTube 300 YouTube 2016 ,
YouTube YouTube 2005 4
2006 11 /YouTube
YouTube Zink 2009 Torres 2011  Adhikari
2011a Netflix — YouTube CDN Torres 2011 o
Netflix, CDN YouTube I XP
ISP YouTube
Adhikari 2012 Netflix 2. 2.5
2.6.3 DNS
RTT
DNS Torres 2011
YouTube HTTP
YouTube DASH
YouTube

HTTP
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YouTubeoO YouTube HTTP
YouTube == HTTP YouTube
YouTube
2.6.3
3.
CDN Netflix YouTube
Netflix YouTube
CDN
P2P - 2011
P2P
[Zhang 2015] o
P2P BitTorrent
BitTorrent [ Dhungel
2012]o
CDN-P2P [Zhang 2015]
CDN
CDN ;
P2P CDN
P2P CDN
CDN-P2P
2.7
2.1 ,
RFC
RFC
HTTP 2. 2
RFC 2616 HTTP

RFC 2616



105

RFC
Chrome Apache Web BitTorrent
BitTorrent
RFC
TCPx UDP TCP
UDP
RFC
2.1 3
UDP TCP UDP TCP
Python 3 TCP UDP Java C
C ++ Python Python
Python ,
Python , Java. C C++
bva - Web
Java
C - [Donah
2001 Stevens 1997 Frost 1994 Kurose 1996 ]o Python C

2. 7.1 UDP

UDP
TCP
2.1

UDP
UDP
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1P
1)
2)
3)
4)
2-26

( serverfP

)

2-26

UDP

1P

UDP

1P

(port number)

1P

UDP TCP

clientsocket

UDP

UDP

UDP



UDPClient. py, UDPServer. pyo

12000

1. UDPClient py

from socket import

serverName = {hostnamer

serverPort = 12000

clientsocket = socket(AF _INET, SOCK DGRAM)

message = raw_input() Input lowercase sentence:f)
clientSocketesendto(message.encode(),(serverName” serverPort))
modifiedMessage, serverAddress = clientsocket.recvfrom(2048)
print (modifiedMessage * decode () |
alientSocket close ()

UDPClient. py
from socket import *
socket Python
serverName = Jhostname’
serverPort = 12000
serverName uhosthame .
1P ( "128.138. 32.126°)
DNS lookup
serverPort 120000

clientSocket = socket(AF INET, SOCK DGRAM)

clientSocketo
AFIJNET IPvd  (

SOCK.DGRAM
TCP )

message = raw_Input(”"Input lowercase sentence:!)

rawjnput() Python
* Input lowercase sentence: ™"
mess e

(

107

“cis.poly.edu”’ )

1P

UDP

clientSocket sendto(messageeencode(), (serverName: serverPort))

encode () sendto ()
(serverName, serverPort) clientSocket

IPv40)
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UDP

modifiedMessagef serverAddress = clientsocket recvfrom 2048

modified Message serverAddress serverAd-
dress IP UDPClienl
Python
recvfrom 2048

print(modifiedMessage decode())

modifiedMessageO

clientsocket close

2. UDPServer. py

from socket import *

serverPort = 12000

serverSocket = socket(AF _INET, SOCK DGRAM)

serversocket.bind((f'r serverPort))

print (zThe server i1Is ready to receivel/)

while True: t\ | o
message# clientAddress = serverSocketerecvfrom(2048)
modifiedMessage = message.decode().upper()
serverSocketesendto(modifiedMessage encode(), clientAddress)

UDPServer UDPClient
serverPort 12000, SOCK.DGRAM UDP
UDPClient X
serverSocket.bind((99. serverPort)|
12000 UDPServ-
er ,
1P 12000
UDPServer while while UDPServer
while - UDPServer
message, clientAddress = serverSocke t.recvfrom(2048)
UDPClient
message clientAddress clien-
tAddress IP UDPServer

modifiedMessage = message decode() supper()



upper

serversocket.sendto modifiedMessage.encode

UDPServer. pyo

2. 1.2 TCP
UDP
IP
UDP UDP
TCP

1P

UDP

UDPClient. py

TCP

TCP

UDP

- chientAddress

while

UDPClient. py .

UDPServer. pyo

1P

UDP

TCP
TCP
1P

TCP

TCP

TCP
TCP
1P
TCP

serverSocket TCP

TCP
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UDPClient. pyo

TCP
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cormectionSocket TCP

2 27
TCP

TCP

TCP 2-27 TCPServer

2 28
TCP

server|P

2-28 TCP -
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1. TCPClient. py

from socket iImport *
serverName = rservernamer
serverPort = 12000

clientSocket = socket(AF_INETr SOCK STREAM)
clientsocket.connect((serverName” serverPort))

sentence = raw_input('Input lowercase sentence:')
clientsocketesend(sentenceeencode())

modifiedSentence = clientsocketerecv(1024)

print("From Server. 13§ modifiedSentence.decode())
dientSocket. close ()

UDP

clientsocket = socket(AF INET, §JOCK STREAM)

clientSocketo

IPv4 SOCK_STREAM TCP (
UDP )

UDPClient

clientSocketeconnect( (serverName, serverPort))

TCP ( )
TCP TCP
connect()
TCP
sentence = raw._iInput(! Input lowercase sentence:z)
UDPClient — sentence
UDPClient

clientsocket send(sentence encode())

TCP sentenceO

UDP
sentence TCP

modifiredSentence = clientsocketerecv(2048)

modifiedSentence
modifiedSentence

clientSouket close ()

TCP
TCP TCP TCP ( 3.5 )

2. TCPServer. py
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from socket import *

serverPort = 12000

serversocket = socket(AF INET,SOCK STREAM)

serverSocketebind((f f fserverPort))

serverSocket listen (1)

print(FThe server iIs ready to receive')

while True:
connectionSocket, addr = serverSocketeaccept()
sentence = connectionsocket.recv(1024) decode()
capitalizedSentence = sentenceeupper()
connectionsocket.send(capitalizedSentence encode())
connectionSocket close ()

UDPServer TCPClient
TCP
serverSocket=socket(AF_INET: SOCK_STREAM)

UDPServer serverPort

serverSocket bind Y rserverPort))

TCP serverSocket

serverSocket listen(l)

TCP
( 1)
connectionsocketr addr = serverSocket.accept()
serverSocket accept()
connectionSocket
clientSocket serverSocket TCP
TCP,
connectionsocket close ()
Socket
TCP
UDP
2 4 9O
2.8
_ HTTP SMTP POP3
(Web DNS)O pP2P

TCPClient
TCP
Server-
TCP
DNS

CDN
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1.1

2.1 TCP UDP
2. 7 TCP UDP

TCP
TCP

R1. 5
R2.

R3.
R4. P2P

RY.

R6G.
R7. 24,

RS8. 4

R9. TCP SSL
SSL
2 2~2.4

R10.

R11. HTTP SMTP POP3 TCP,
R12.

R13. Web

R14. Telnet Web

“304 Not Modified"
R15.

R16. Alice Web

113

/
HTTP SMTP POP3 DNS
UDP
2
?
UDP TCP?
2
UDP TCP
SSL
UDP,
UDP
cookie
Web
° If - modified - since :
SMS ?

Hotmail Gmail Bob Bob
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POP3 Alice Bob
R17. Received =
R1& POP3
R19. Web foo. com
RR
R20. .edu
IP Gmail
2. 5
R21. BitTorrent Alice Bob 30 Bob
Alice ?
R22. Alice BitTorrent
4 Alice
R23.
26
R24. CDN
R25. CDN
2. 7
R26. 2. 7 UDP TCP
TCP TCP
R27. 2. 7 TCP -
UDP -
Pl.
a 3 Web
il
D. Web www. mit. edu/research, html  www. mit. edu/students, html)
C. TCP
d. HTTP Date
e. HTTP
P2. SMS 1Message WhatsApp
P3. URL Web HTTP HTTP IP
HTTP
P4. HTTP GET Wireshark ASCII
HTTP GET cr If
HTTP

TP GET

HTTP

Cr
HT



P5.

GET /cs453/index html HTTP/1 l<or 2f>Host gal

aecs umass edu<cr><2r>User-Agent. Mozilla/5 0 |
Windows;U; Windows NT 5.1; en-US; rv:le7<2) Gee
ko/20040804 Netscape/7 2 (ax) <cr><Ilr>Accept:ex

t/xml, application/xml: application/xhtml+xml, text
/html;g=0 9, text/plain;g=0<8,image/png,*/*;g=0 5
<cr><2f>Accept-Language:. en-usfen;qg=0 5<cr><If>Accept-
Encoding. zip,deflatevor v f Accept-Charset [1SO
-8859-1,utf-8;g=07 r*;g=0 7<cr><2f>Keep-Alive: 300<cr>
<l f>Connection:keep-alive<cr><Jf><cr><If>

& URL
b HTTP
C.
d P
3 HTTP
HTTP GET

HTTP/1.1 200 OK<cr><ir>Date: Tue, 07 Mar 2008
12:39:45GMT<cr><Jf>Server. Apache/2<0 52 (Fedora)
<cr><2f>Last-Modified: Sat: 10 Dec2005 18:27:46
GMT<cr><If>ETag:. "526c3-f22-a88a4c80,z<cr><If>kccept-
Ranges. bytes<cr><If>Content-Length: 3874<cr><2f>
Keep-Alive: timeout=max=100<cr><ir>Connection:
Keep-Alive<cr><2f>Content-Type:. text/html; charset=
ISO-8859-1 <cr><2f><crxlf><!doctype html public
//w3c//dtd html 4 Otrmnsitional//en --c2f _htmli><If>
<heaci><2f> <meta http-equiv=zContent-Type"
conte''text/html; charset=1s0-8859-IzxI1f= <meta
name= GENERATOR content=zMozillaZ4 79 [en] (Windows NT
5 0; U) Netscape] f,XIf>= <title>CMPSCI 453 / 591 /
NTU-ST550ASpring 2005 homepage</titl.e><«Zf —-_-head>< Zf>
<much more document text following here (not shown) >

— a.
D.
C.
d. 5
P6. HTTP/1. 1 RFC 2616
a.
b. HTTP ?
C 3 ?
d.
P7- Web URL IP
DNS lookup 1P DNS IP
RTT RTT| ... RTT"
HTML RTT
P& P7, HTML 8

a. TCP HTTP

Web

RTT
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N

DNS



116 2

b. 5 HTTP

C. HTTPO
PO. 2-12, 850000

16
HTTP 3 2.2.5
1/ 1- O

a.,

D. LAN 0.4,
P10. 10 150bps

100 000 ACK 200 N

1/W HTTP 00KDb
10 HTTP
HTTP

P11. Bob 4 Bob

HTTP 4 HTTP

a. Bob Web

D. 5 5 HTTP Bob
P12. TCP

TCPServer. py
GET
GET

P13. SMTP MAIL FROM From
P14. SMTP HTTP HTTP SMTP
P15. SMTP RFC 53210 MTA

From - Fri Nov 07 13:41:30 2008

Return-Path: ennisb@pp33head.com>

Received: from barmail.cs.umass.edu (barmail.cs.umass
edu

[128.119.240.3]) by cs.umass.edu (8.13.1/8.12.6) for
<hg@cs.umass edu>; Fri, 7 Nov 2008 13:27:10 -0500
Received: from asusus-4b96 (localhost [127.0.0.1]) by
barmail.cs.umass.edu (Spam Firewall) for <hg@cs.umass
edu>;, Fri, T -

Nov 2008 13:27:07 -0500 (EST)

Received: from asusus-4b96 ([5888.21-177]) by barmail
cs<umass.edu

for <hg@cs.umasseedu>; Fri, 07 Nov 2008 13:27 07 -0500
(EST)

Received: from [58.88.21 177] by inbnd55 exchangeddd
com; Satr 8

Nov 2008 01:27:07 +0700

From: "Jonny" <tennisb@pp33head.com>

To: <hg@cseumasseedu>

Subject: How to secure your savings

P16 POP3 RFC, RFC 19390 UIDL POP3 ?
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P17. POP3
a. POP
C. .list
S: 1 498
S: 2 912
S,
C. retr 1
S: blah blah m.. _ . T |
S: e blah o
S:.
?
|
D. POP
C: list
S: 1 498 |
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? 39 rdtlO

A\, FSM



136 3

39 FSM FSM,
FSM
rdt rdCsend(data)
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- ACK NAK
dupli-
cate packet O ACK NAK

TCP,

sequence mimbeC

2 1] 1)

ACK NAK

ACK NAK

3 11 312 rdi2. 1. FSM dt2. O rdt2. 1
FSM

rdt2 1

NAK, ACK,
NAK— ACK ACK
duplicate ACK
rdt2.2 NAK 3-13



139

314 rdt2. 1. rdt2.2 ACK
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rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seqgl (rcvpkt)
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sndpkt=make_ pkt(0: ACKI checksum)
3-21 GBN FSM
GBN
- rdt.send
N
rdt.send o
- ACK GBN
lative acknowledgment N

GBN

cumu-



147

- ki N 77

3 20
ACK,
GBN
_1 (11
ACK,
ACK
GBN—
GBN
= + 1
+ A,
N n+ 1 GBN
+ 1
nextsegnum
ex-
pectedsegnum 321
FSM
3-22 pal
GBN
O0—3,
ACK ACK O ACK 1 ,
4 5
2 3 4
5

GBN

3 20 FSM



148 3
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M D(v), p(v)  D(w), p(w)  D(x)1 p(X) D(y) f y) D(2) f p(2)

0 U 2, U 5% U 1, U 00 00
1 UX 2f U A4, Y% 2, X 38
2 uxy 2f u 3, vy 4,y
3 UXyV 3,V 4,y
4 UXyvw 4, y

UXYVW2Z



o-1 2

LS

>4

LS

c d, Uu

5 ba
LS

12

5 <1

5 ba

Nn-2

l£‘+1/2’

1+e

SIS

S

N X = <
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D3

C

U, V)
(u, X)
(< X)
U, X
(w, X)
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5-5b

LS

LS

5.

2.2

LS

C X VY zZ W

LS

Distance-Vector,

> 5

DV

LS

Floyd Synchronization 1994

LS
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(
)
DV
) 1Y%
Bellman- Ford
d,y) = minjc(%,v) + d“(y) } (5-1)
mi BeUman-Ford
° c(. “)+
<(Yy)o \% D
c(  v) +dp(y)
5-3
Z u 3 © d,z)
5 dx(z) =3 dv(z) =30 c(w v) =2y c(uws ) 1 c(u, )=5
(5 1) (z) =min|2+5, 5+3,1 +3 =4,
Dijkstra
Bellman-Ford
Bellman-Ford y 4
(5 1) y
/ /
W4 Bellman-Ford
DV :
DX(Y) N Vv, y
Dx = Dx(y) ve/V
N V4 DV
- — cd,
- O ( ve/l\ N \Y4
= D D"(y) ywN
Bellman-Ford
2(y) = minjc(x.v) + Dv(y) | N
% X
Dt(y) dx (y)!
(V) \Y Bersekas 1991 |
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(DV)
1 Initialization:
2 for all destinations y In N:
3 Dv (y)= c(X,y)/* 1f y 1s not a neighbor then c(xiy)= 8 */
4 for each neighbor w
5 Dw(y) = ? for all destinations y Iin N
6 for each neighbor w
7 send distance vector Dx = [Dx(y): y In N] to w
8
9 loop x
10 wait (until | see a link cost change to some neighbor w or
11 until | receive a distance vector from some neighbor w)
12
13 for each y In N:
14 Dx (y) = minv{c (xrv) + Dv(y) }
15
16 1If Dx (y) changed for any destination y
17 send distance vector Dv = [Dv(y): vy in N] to all neighbors
18
19 forever
DV %
)4
% v
( r>=(y) DV
14 ( /7CY)
), A\ 13-14
/7CY) Y
LS Dijkstra
DV

( 10 11 )
( 14 ) ( 16-17 ) DV
RIP BGP ISO IDRP Novell IPX

ARPAnNeto
56 DV
/
3 (routing table)
= [2(%0), Dx(y), Q@) 1=I0, 2
/]oO YV Z
% vV Z

> 6
vV Z
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— [0, 2, 7]o

D* =0
Dx(y) =min|c(%,y) + Dy(y) ,c(X,z) + Pt(y) ( = min|2 +0,7 + 1l =2
D*(z) =minjc(x%) + O (z) ,c( ,z) +O0(z)} = mmnl2 +1,7 +0( =3

Z Dx z V4 3

y Yy —Y0

> 6
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DV 10 11
1.
DV 10 11
13 ~ 14
16-17 5 7a A4
4 1
Z
DV
- 5 \4 4 1 ,
- - v/
5 2 ,
- 4 Z % )4
Z
DV \Y4
\Y4 4
60, 5 7b
1 Dr x =4, Qz =I, Dy =1 O % =5 ,
4 l 60 vy
Dy Xx = min{c(y,%) + Dx(x) ,c(y,z) +Ds(x)} = minl60 + 0,1 +5| =6
Z
VY4 60, <Z Y, Z 5 ,
\Y4 Z Z S "’
routi loop ., AV Z Z \V4
y <L
2 \Y4 "’ Z
3 Z A4 A4 6 z
1 P/>x =min 50+0, | +6 =70
Zz X S5 7
pal Z \V4 Dy x =8 Z

Z Dz x =9 \V4
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44 YV Z
zZ \Y4 50 , Z
X \Y4 Z
cy, % q 10 000 e z, % 9999
count-
to- infinity
2.
poisoned reverse
Z )4 Z VvV,
Z Z \4 D2 % =00 Z O
5 0O Z VY zZ \Y4 \V4 Z
Z 4 \V4 Z
5-7b
\Y4 =2 00 0 Y/ S5 4
60 VY4 G0, ’
z, [ /% =600 z 50
z, X Y,
O o0 Z \Y4 51
Z A4 24 Z
[] =8 \4 Dy x =51 Z
3
3. LS DV
DV LS DV
LS
4 2 5-1
N E
- LS
O |/\V/]|IM]
DV
DV
- LS 7V| |£ |

DV DV
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LS
LS
LS

LS

1997

DV

5.3

AS
ISP
AS
AS
AS

protocol o

OSPF

ISP

1.3
ISP

AS

ICANN

OSPF

LS
DV
Neumann 1997 o
DV
OSPF
ISP ISP
Autonomous System, AS
ISP
ISP AS ,
AS, ISP ISP
AS ASN RFC 1930 IP
ICANN 2016
IntTa autonomous system routing
1S-1S AS



OSPF

Cisco EIGRP

20

OSPF
OSPF,

OSPF

OSPF

30 min —

1P

HELLO

OSPF

OSPF
MD5

PF

2955

open —
Savage 2015 Cisco
OSPF =, RFC 2328
Dijkstra
Dijkstra
: OSPF
1,
/
RFC 2328 :
" OSPF OSPF OSPF
OSPF 89 OSPF
OSPF
OSPF
OSPF C
AS OSPF
OSPF
MD5 S8 MD5
OSPF
OSPF MD5 8
OSPF
MD5
MD5
OSPF
OSPF MOSPF RFC 1584 0S
MOSPF OSPF

OSPF
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AS OSPF
OSPF
AS OSPF
AS
AS
AS
OSPF [Huitema 1998
Moy 1998 RFC 2328}
OSPF
OSPF LS
Dijkstra
Dijkstra
[Fortz 2000 Fortz 2002] O
OSPF
OSPF OSPF
54 ISP BGP
OSPF AS AS
AS
AS
Inter-autonomous system routing
protocol O AS AS AS
AS AS AS

Broder Gateway Protocol, BGP [ RFC 4271 Stewart 1999] o
BGP 4, 3
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IP ISP
BGP 5. 2.2
BGP
BGP
5.4. 1 BGP
BGP AS AS ,
AS
AS AS
BGP
BGP CIDR ,
BGP
13& 16. 68/22 1024 IP
7 13& 16. 68/22 |, /
AS BGP
1 AS BGP
1] N BGP
AS BGP ,
2 1] 13
BGP
BGP
5, 4.2 BGP
3
AS1 AS2 AS3 AS3 AS,
gateway router Internal router o
AS AS
AS AS1 IC
" 1b Id
5
AS3 AS2 BGP
AS3 “AS3%”’ AS2 AS]1 BGP ,
AS2 AS3 “AS2

AS3 '’
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ASI

5 3
5-8 BGP
58
TCP
BGP (BGP cormection)
AS
BGP
eBGP
eBGP
AS
BGP
59 eBGP
AS1
--------- eBGP
--------- iBGP
eBGP “AS3%”’
2a) IBGP “AS3%”’
“AS2AS3
“AS2 AS3 x'"'<

AS

AS3

AS3
BGP 179
BGP
AS BGP BGP (eBGP)
BGP BGP (iIBGP) 58
5-9 AS
59 Ic 2a
2C 3a eBGP
IBGP 59 AS
AS TCP
IBGP IBGP
AS3
5-9 eBGP IBGP
IBGP eBGP AS1 AS?
3a 2C
2C AS?2 (
2a ICc eBGP
IC IBGP AS1
AS1 AS2 %
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AS 5 10 58
1d 3d AS1
IC “AS2 AS3 '’ 1d “AS3 "’
AS1 NEXT-HOP  AS3

510 AS1 AS3

5. 4.3
( )
BGP BGP
BGP (BGP attribute) o BGP
(route) AS-PATH NEXT HOP AS-PATH
AS AS-PATH
AS AS ASN AS-PATH
5X0 AS1 AS-PATH ““AS2AS3”’
AS-PATH “AS3” BGP AS-PATH
AS,
AS AS NEXT PATH
NEXT HOP AS PATH IP
5 10 5 10 AS1 AS2
“AS2AS3%”’ NEXT-HOP 2a 1P AS1 AS2
“AS3T, NEXT-HOP 3d IP ,
AS1 BGP

2a 1P AS2 AS3 x

3d IP AS3 %

BGP 3 NEXT- HOP ASPATH ,

BGP NEXT- HOP
AS1 IP IP AS10
1.
BGP

(hot potato routing) o
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5 10 Ib
BGP
NEXT-HOP
NEXT-HOP 2a AS
3d AS
1b
1b 2d 3, 2a
AS 2a
1b /
511
AS
BGP AS OSPF
AS
AS
>
X
5 11 AS
1b,
AS
AS
AS AS
AS
1b AS?2
AS3
2.
BGP
BGP
1 local preference
NEXT-HOP
BGP O
2
PATH BGP
AS

1b

2a

AS
NEXT-HOP
=2,
1b
I
AS
AS
/
AS
AS
1d AS2
BGP
AS PATH
AS
AS
AS
AS-PATH



A4
BGP AS2
BGP AS2
e BGP
BGP
BGP
50

[Potaroo 2016]
5.4.4 |IP

AS
[RFC 1546, RFC 7094],

BGP

DNS
"’ BGP
CDN
BGP
BGP
IP
CDN
1P BGP
1P
2 4 DNS
DNS
DNS 13 1P

DNS
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NEXT-HOP

BGP [Stewart 1999] o
5 10 Ib
AS2
3
AS?2 AS PATH
BGP AS
AS 1 ISP
http /7www. routeviews. orgo BGP
BGP
BGP IP anycast
DNS 1P
CDN
DNS DNS
CDN P 512 IP
1P BGP
IP BGP IP
1P : ” AS
AS
AS AS BGP
BGP CDN
CDN
1P ,
" BGP
1P CDN
TCP Web
DNS DNS DNS
13 IP
100 DNS
IP
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12 P
5. 4.5
AS
AS
BGP
A B C W X
YO A B C W X
Y AS, "
w X Y ISP, A B C
A B
C
BGP
ISP
ISP multi-homed stub network
/ X /
X B C
X B C
ISP
XCY Y,
B X Y C
/
wW AW B AW

X BAW, X

CDN
AS
5 13
A
5 13 — BGP
ISP
W Y ISP
W  Y— X
BGP
X
B B X
B B A
B
B W B

BAW
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Gri

BAW

ISP

A

C

ISP

ISP
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ISP

Gao 2001 Dmitiropoulos 2007 o ISP
Caesar 2005b o

C C
B

B A C

ISP

ISP
Huston 1999a
ISP
BGP

BGP

1998 (Gao 2001 Feamster 2004 Caesar 2005b Li 2007 ],

- AS
AS,
AS
AS,
AS
- AS
AS

AS

AS

AS

AS

AS

AS

AS

AS

AS

AS

ISP

BGP

Nn2012 Stewart 1999 Labovitz 1997

AS
AS

AS

Halabl 2000 Huitema
BGP

AS AS
AS
AS
AS
OSPF



264 5

5, 4.6
BGP
IP DNS BGP0
Web
DNS Web
ISP
ISP
DSL ISP
1 ISP IP
256 /24 IP
1P Web
DNS IP
ISP
2 Xa
nadu Inc., Xanadu. comoO DNS
DNS IP
DNS 1P . COM
DNS IP 2
xanadu. com DNS DNS
IP
Web 1P DNS
Web www. Xanadu. com IP
Alice Web DNS DNS Web
IP Alice Alice Web TCP
Web
Alice Alice Web 1P
IP IP TCP SYN
Web
/24
BGP
ISP
ISP BGP ISP ISP BGP

Web



5.5 SDN

SDN

SDN
5.1 4.4

SDN 4
- SDN

11

1P
SDN

SDN

[Gude 20087 .
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SDN
4. 4
SDN
/
| Kreutz 2015 .
4.4 OpenFlowl. O
52 54
1P
5 2,
52 5 14
SDN (‘S” 1] N |
5 14
SDN
- AP
5 14